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Guidance on Accessing the Internet in Schools 

Introduction

ICT has recently migrated your school from Symantec to a new Internet monitoring and filtering application, Websense.  .  

Access to web content is controlled (allowed or disallowed) based upon a centrally managed filtering policy that is applicable to all Primary Schools. This policy being defined and endorsed by Headteacher representatives of the Schools ICT Group.  

The system has been set to “time out” after a 30 minute period of inactivity.  Where a website is open but no interaction takes place e.g. a link is selected or text is being type in, this is classed as a period of inactivity. Simply scrolling down and up a single page doesn't count as interaction. 
If your session has timed out, you will be presented with the logon screen before gaining access to the Internet.  

There are 3 levels of filtering that have been applied – Teachers, Secondary Pupils and Primary Pupils.

The information below provides you with “Teacher” guidance on accessing the Internet accordingly.  Please note your existing usernames and passwords will remain the same. 

Should you require further guidance, please contact the ICT Service Desk via email ICTServiceDesk@rctcbc.gov.uk or telephone 01443 425080.

Accessing the Internet

Double Click the Internet Explorer icon [image: image1.png]


  in the usual manner; you will then be prompted with the following screen:
[image: image2.png]The server eduneb.ecs-ct net at EDUISAZ,ecs-ict net
requires a username and passward,

Warning: This server is requesting that ybur username and
passviord be sent n an nsecure manner (basic authentication
wihout a secure connection).

User name: e -
password I

T~ Remember my password

&=




 
Enter your username and password in the appropriate spaces above and select OK.
NB: For security reasons do not to place a tick in the Remember my password box.
Accessing sites that are Blocked

Access to sites has been setup in accordance with the LEA’s agreed Filtering Policy.  If you access a site that has been blocked as part of the Policy, you will be presented with a screen similar to the following:
[image: image3.png]@ Website Warning

Reason: This category is Filtered: Sex
URL: it fwww rectube com/
Options: Click more Information to learn about the Internet categories and default filtering settings

(Note: The default settings have been applied on the approval of the LEA and
Schools ICT Group).

Should you require access to this site, please contact the ICT Service Desk via email
ICTServiceDesk@retche.gov.uk or telephane 01443 425080

Click Go Back or use the browser's Back hutton to return to the previous page
Go Back
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Please note a major enhancement of the Websense software is that unlike the previous Symantec system, if you attempt to access a site that has been blocked on multiple occasions you will not be locked out of the Internet. This should reduce the need to raise calls with the ICT Service Desk.

If however, you feel there is a real business case for the site to be unblocked, please contact the ICT Service Desk and provide details of the site you would like access to, along with the business reasons why you require access.   The Service Desk will coordinate your request with the LEA and will inform you of the agreed outcomes accordingly.  

If you wish to view the current Filtering Policy, select the more information link as displayed on the screen above under Options.  See Below (please confirm)
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Accessing sites that may contain inappropriate content
For teachers, access to certain sites has been flagged with a caution in that its content might not be appropriate.  This does not mean that the site is blocked completely but you will be required to select to continue before access is granted.  This has been put in place as a consideration prior to accessing the site.   

An example of such a site is http://www.marijuana.com
When accessing such a site a screen similar to the following appears:

[image: image5.png]& Website Warning

Reason:
URL:

Options:

This category is Filtered: Marjuana.
hitp:/www. mariuana com/

Click more information to to learn more about your access policy

(as set by the ICT Schools Group and LEA representatives).

Caution: the requested intemet material had been categorised to require your confirmation
to view. Itis considered that certain content held within this site may not be appropriate for
all groups.

If you do wish to see this page select the Continue button below.
Please be aware by doing o you are accepting the current Acceptable Useage Policy and

will be accessing this site for work related puposes. Continue to Site

Click Go Back or use the browser's Back button to return to the previous page.
Go Back





If you wish to continue to the website select the Continue to Site button.

If you do not wish to continue to the website, select the Go Back button.

Logging Off
The system will automatically log you out after a period of 30 minutes of inactivity.  However it is important to ensure you are logged off before leaving your PC unattended and at the end of each lesson.  The level of access for teachers is higher than that of a pupil.  Therefore if you are still logged into the Internet and leave your PC unattended and a pupil uses it, they could have access to inappropriate sites. 

To log out of Websense, simply close down all open Internet Explorer pages.
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